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Executive Summary

This deliverable describes the web site of the SAPPAN project.

The website informs about background information of the project, news about the pro-
ject, members of the consortium (including links to their websites) and public project
documents with a download possibility.

The web site is reachable at https://sappan-project.eu/ .
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1 Project Website

For the project a website is set up as communication tool accessible for in-
ternal project partners as well as the public. The website is online since Mo,
2.9.2019 under the following link:

https://sappan-project.eu/

The website informs about background information of the project, news
about the project, members of the consortium (including links to their web-
sites) and public project documents with a download possibility. Addition-
ally, a contact option to project internals is provided. The website was de-
veloped and is maintained by Fraunhofer FIT, who updates the website re-
grading progress made by the project.

1.1 Site Map

The structural site map of the website is shown below. The home website
displays a short description to new visitors. From there a user can access the
project partners listed in the consortium, news and local events of the pro-
ject, contact information as well as the privacy policy over a menu. Results

are provided in the three separate sections “deliverables”, “publications”
and “dissemination material”.

Home / Project

Consortium Results MNews Contact Privacy Palicy Impressum
| |
Deliverables Publications Dissemination

1.2 Website Sections
In the following a brief explanation for each section of the website is given.

1.2.1 Project/Home

The project section contains a short description of the project including
the motivation and goals.
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1.2.2 Results
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“o
SAAN

SAPPAN

Sharing and Automation for Privacy Preserving Attack Neutralization

Project
Objective

SAPPAN aims to develop a platform for sharing and automation to enable privacy preserving and efficient
response and recovery utilizing advanced data analysis and machine learning. SAPPAN will provide a cyber
threat intelligence system that decreases the effort required by a security analyst to find optimal responses
to and ways to recover from an attack. SAPPAN will enable this within a single organization aswell as
across organisations through novel models for privacy-preserving data processing and sharing. It will
enable utilizing external experts for intrusion detection and sharing of knowledge on response and
recovery actions while respecting the privacy and confidentiality requirements of individuals and
organizations. SAPPAN will enable a European level perspective on advanced cyber security threats
detection, response, and recovery making four key contributions that go beyond existing approaches: (1)
privacy-preserving aggregation and data analytics including advanced client-side abstractions; (2)

federated threat detection based on sharing of anonymised data and sharing of trained machine learning

models; (3) isation of in th of incident response and recovery to enable reuse
and sharing; (4) visual, interactive support for Security Operation Center operators. SAPPAN aims to
provide solutions for public i fonal institutions and multinational i CETDEE Y

their Situational Awareness by sharing cyber security intelligence as well as solutions for small and midsize
companies enabling them to outsource intrusion detection. SAPPAN will be demonstrated in the relevant

of 2 multinational ies, 1 National Research and Education Network (NREN) and 2
Computer Security Incident Response Teams (CSIRT). The consortium consists of 1 NREN, 3 multinational
companies, 3 universities and 1 research institute so as to maximise the technical and societal impact, the
dissemination and uptake of the results.

- Project Consortium  Results v News Contact Privacy Policy

The user can access the results sorted into the three different subsections
“deliverables”, “publications” and “dissemination material”. Each site

is updated as soon as new public information and documents are
available and provides download possibility for each section.

1.2.3 Consortium

On the consortium site the user can see the members of the consortium
displayed with their logo. Each member website can be accessed by clicking

on their logo.
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1.2.4 News

The news section is used by the project interns to inform about the
current project state, news and upcoming events related to the project.

1.2.5 Contact

Through the contact site a user can directly communicate with project inter-
nals about project related topics and questions. A project internal is con-
tacted via email over a contact form.

1.2.6 Privacy Policy

Important for a GDPR conform operating of the website a correct infor-
mation of the privacy policy of the website is important. Relevant infor-
mation is provided in this section including general privacy regulation as
well as stored user data.

1.3 Website Maintenance

The website was developed by and runs on the web application farm of
Fraunhofer FIT. Update and maintenance requests should therefore be sent
to Benjamin Heitmann at Benjamin.heitmann@fit.fraunhofer.de. This in-
cludes local events announcements, update news updates and the publica-
tion of project related material.
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