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Executive Summary

This deliverable D7.4 consolidates different aspects and descriptions of Intellectual
Property (IP) Management, Intellectual Property Rights (IPR) protection plan to be
used in the SAPPAN project. The objective, procedures, activities, and roles to man-
age IP are foreseen both in Section 3 of the Grant Agreement number 833418, in the
SAPPAN Consortium Agreement (dated 1st March 2019) and in Annex 1 of the De-
scription of Action (DoA). The IP strategy complies with the rules put out in Grant
Agreement, the conditions agreed in the Consortium Agreement as well as the rules
and recommendations defined in the EU Horizon 2020 framework.
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1 Introduction

This deliverable is the first version of the Intellectual Property (IP) Management, Intel-
lectual Property Rights (IPR) protection plan for SAPPAN. The goal of the task is to
outline IP related strategies to ensure that relevant knowledge is made accessible to
those who need it and will benefit from it. The SAPPAN consortium members are
aware that appropriate IPR regulations and their management are critical for the pro-
ject results and, therefore, general IPR rules will apply to the project. Bearing in mind
the collaborative nature of the project, intellectual property will be managed on an eg-
uitable basis by the partners who generate the knowledge and know-how. This
knowledge will be protected in the form of patents, know-how, and trade secrets. The
IPR strategies follow negotiation meetings to determine the percentage of effective
contribution of each individual partner to an IPR object that has joint contributions and
agreeing on the shared rights, as well as monitoring of innovations that should be IPR-
protected.

2 Intellectual Property Management

Intellectual Property management is the process of effectively capturing, sharing or-
ganizational IP. In SAPPAN, it aims to provide the best use of the IP generated in
different work packages within the consortium.

2.1 Legal Frameworks

The SAPPAN strategy for IP Management within the Consortium and the outside world
complies with the rules defined in the Grant Agreement, the conditions agreed in the
Consortium Agreement including the general rules and recommendations defined for
projects of the H2020 Programme.

2.1.1 Grant Agreement

The Grant Agreement is the legal implementation of the project as agreed between the
European Commission and the Consortium Parties. The Grant Agreement num-
ber 833418, Section 3 "RIGHTS AND OBLIGATIONS RELATED TO BACKGROUND
AND RESULTS" defines the rules for handling Intellectual Property Rights, their use,
and dissemination. All Consortium partners are signatories to the Grant Agreement. In
specific cases, the Grant Agreement allows the Consortium to agree on their own
rules. The Consortium Agreement includes these individual rules.

Basic Definitions:

e As per the SAPPAN grant agreement, Subsection 2, Article 24, "Back-
ground” means any data, know-how or information — whatever its form or na-
ture (tangible or intangible), including any rights such as intellectual property
rights — that:

(a) is held by the beneficiaries before they acceded to the Agreement, and
(b) is needed to implement the action or exploit the results.

e As per the SAPPAN grant agreement, Subsection 2, Article 25, "Access
rights"” means rights to use results or background under the terms and condi-
tions laid down in this Agreement.
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e As per the SAPPAN grant agreement, Subsection 3, Article 26, "Results”
means any (tangible or intangible) output of the action such as data, knowledge
or information — whatever its form or nature, whether it can be protected or not
— that is generated in the action, as well as any rights attached to it, including
intellectual property rights.

e As per the SAPPAN grant agreement, Subsection 2, Article 25, "Fair and rea-
sonable conditions” means appropriate conditions, including possible finan-
cial terms or royalty-free conditions, taking into account the specific circum-
stances of the request for access, for example the actual or potential value of
the results or background to which access is requested and/or the scope, dura-
tion or other characteristics of the exploitation envisaged.

2.1.2 Consortium Agreement

Before the project started, the Consortium Parties entered into a formal Consortium
Agreement where roles, responsibilities, and mutual obligations are defined. The SAP-
PAN Consortium Agreement is based upon the DESCA model consortium agreement

[1].

The SAPPAN consortium agreement contains specific rules and procedures regarding
KM as follows:

Ownership and joint ownership of Results

Transfer of Results

Obligations regarding dissemination Results

Handling of Background IP

Handling of Access Rights

Additional arrangement regarding Intellectual Property Rights to be applied to
the partners in compliance with the general arrangement in the Grant Agree-
ment

e The internal organization of the Consortium such as IP management, govern-
ance structure, and decision-making processes

2.1.3 Rules of Recommendations for Projects in H2020

The general rules and recommendations for IP management are given in the fact sheet
for projects of the H2020 Programme by the European Commission [2]. It covers the
following areas:

e Establishing contractual agreements between Parties for individual and joint ex-
ploitation of generated IP including the use of Background

e Guidelines for dissemination and exploitation of the project results

e Guidelines for IP protection including methodologies, software, technologies for
commercial exploitation

2.2 Results

Results (also known as Foreground IP) are generated during the R&D collaboration in
the SAPPAN project. The handling of Results is regulated in the Grant Agreement
Subsection 3 with specific roles further placed in the Consortium Agreement.
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2.2.1 Ownership

SAPPAN results are owned by the Party that generates them. Joint ownership is gov-
erned by Grant Agreement Article 26.2 and additionally in the Consortium Agree-
ment. Regarding the joint ownership, where Results are generated from work carried
out jointly by two or more Parties and it is not possible to separate such joint invention,
design or work for the purpose of applying for, obtaining and/or maintaining the rele-
vant patent protection or any other intellectual property right, the Parties will have joint
ownership of this work.

Each of the joint owners will be entitled to Exploit the jointly owned Results and to grant
non-exclusive licenses to third parties (without any right to sub-license) under Fair and
Reasonable Conditions provided the other joint owners are given at least 45 calendar
days advance notice.

2.2.2 Transfer of Results

Each Party may transfer ownership of its own Results following the procedures of the
Grant Agreement Article 30. Each Party may identify specific third parties it intends to
transfer the ownership of its Results to in Attachment (3) to this Consortium Agreement.
The other Parties hereby waive their right to prior notice and their right to object to a
transfer to listed third parties according to the Grant Agreement Article 30.1.

2.2.3 Licensing

The rules and policies for Licensing are given in the Grant Agreement Article 30.2.
Each party may grant non-exclusive licences to its results (or otherwise give the right
to exploit them), if:

(a) this does not impede the access rights under Article 31 and

(b) not applicable.

2.3 Background

Background IP is generated before the R&D collaboration. The handling of Background
is regulated in the Consortium Agreement articles 9. In both Grant Agreement and in
the Consortium Agreement, the Partners have defined the Background and provided
Access Rights needed for the purpose of carrying out the SAPPAN project.

The Background IP of the SAPPAN project has been identified before the starting date
of the project. As per the Grant Agreement Annex 1 and Consortium Agreement At-
tachment 1, the following table shows an initial overview regarding the Background IP
which partners make available at the start of the project:

Background Ow- IP and Exploitation Other Specific limita- |Specific limita-
nership partners |tions and/or tions and/or con-
who will |conditions for |ditions for imple-
use the |implementation |mentation (Article
IP (Article 25.2 25.2 Grant Agree-
Grant Agree- ment)
ment)
Network monitoring [CES- [CESNET has developed nu- |Con- The network |In case of com-
tools (High-speed |NET |merous monitoring tools. fidential |monitoring mercial utiliza-
metering points, IP- These tools will generate data tools are re-  |tion, i.e. if an-
FIXcol, Nemea, for SAPPAN. In addition, SAP- leased as other partner
Warden, Mentat) PAN capabilities will be com- open-source |utilizes any tool
pared to some of the tools for non-com- |orits part in its
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within the scope of the SAP-
PAN project. These tools are
exclusive property of CESNET
and is considered as back-
ground. So their inclusion in
marketable solutions will be
subjected to the specific condi-
tions agreed in the CA.

mercial utiliza-
tion, e.g. for
the purpose of
the Pro-

ject, access is
provided on a
royalty-free
basis.

Result and ex-
ploits this Result
commercially, a
royalty-fee or li-
cense fee is re-
quired. The spe-
cific conditions
will be provided
upon request by
the CESNET le-
gal department.

Network data MU MU has developed numerous |Con- The network |In case of com-
processing and network data processing and [fidential |data pro- mercial utiliza-
analysis tools analysis tools. Some of these cessingand [tion, i.e. if an-
(framework tools will process and analyze analysis tools |other partner
Stream4Flow) data for SAPPAN. In addition, (framework utilizes any tool
SAPPAN capabilities will be Stream4Flow) |orits partin its
compared to some of these are released [Result and ex-
tools within the scope of the as open- ploits this Result
SAPPAN project. These tools source for commercially, a
are exclusive property of MU non-commer- |royalty-fee or li-
and are considered as back- cial utilization, |cense fee is re-
ground. So their inclusion in e.g. for the quired. The spe-
marketable solutions will be purpose of the |cific conditions
subjected to the specific condi- Project, ac- will be provided
tions agreed in the CA. cess is pro- upon request by
vided on a roy-|the legal depart-
alty-free basis. |ment of Masa-
ryk University.
» Fast and correct |HPE |HPE has developed a series |Con- NA NA
netflow data pro- of network data processing fidential
cessing at large tools. Some of these tools, like
scale the fast and correct netflow
= Malicious trend- data processing at large scale,
ing web domains will be used in SAPPAN.
detection These tools are exclusive
property of HPE and are con-
sidered background IP. So
their inclusion in marketable
solutions will be subjected to
the specific conditions agreed
in the CA.
Threat FSC [FSC operates a top-class Con- NA In case of com-
Intelligence threat intelligence (TI) system |fidential mercial utiliza-
system containing information about tion, i.e. if an-

malicious and suspicious pro-
grams, documents, media
files, URL'’s, IP’s, etc. Within
the project, we’ll provide the
partners with an API access to
the system. The Tl system is
an exclusive property of FSC
and is considered background
IP. So utilizing the system in
marketable solutions will be
subjected to the specific condi-
tions agreed in the CA.

other partner
utilizes any tool
or its part in its
Result and ex-
ploits this Result
commercially, a
royalty-fee or li-
cense fee is re-
quired. The spe-
cific conditions
will be provided
upon request by
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F-Secure Cor-
poration.

» Tools for mali- RWTH |RWTH has developed several |Con- NA NA

cious domain name tools for DGA detection which |fidential

detection based on will be used and extended to

various machine fullfil the specific SAPPAN use

learning techniques case. Futher, RWTH has de-

including SVMs, veloped cryptographic tools in-

RFs, CNNs, RNNs cluding homomorphic encryp-

* Implementations tion and secret sharing tech-

of cryptographic niques as well as privacy-pre-

tools (in particular serving protocols for various

for homomorphic functionalities which might be

encryption and se- used within SAPPAN.

cret sharing tech-

niques) These tools are exclusive

* Implementation property of RWTH and are

of privacy-preserv- considered as background. So

ing protocols for their inclusion in marketable

various functionali- solutions will be subjected to

ties the specific conditions agreed

in the CA.

= |nput for analysis | DL NA Con- NA NA

and specification of fidential

response and re-

cover use-cases

and for data selec-

tion and data pro-

cessing design, in-

cluding country-

level open data

= Support for auto-

mated incident re-

sponse process

and IDS design

= Audit/test secu-

rity of the solution

itself

As to Fraunhofer and Universitat Stuttgart, it is agreed between the Parties that, to the
best of their knowledge, no data, know-how or information of that will be needed by
another Party for implementation of the Project (Article 25.2 Grant Agreement) or Ex-
ploitation of that other Party’s Results (Article 25.3 Grant Agreement).

2.4 Access Rights

The project partners have agreed to grant non-exclusive, royalty-free access to Back-
ground and Results to each other for the execution of the project. Access Rights will
also be free of any administrative transfer costs.

As per the Grant Agreement Annex 1 of the Description of Action (DoA), Partners agree
on the following:

1. Access Rights on the Pre-Existing know-how needed for carrying out the Project
shall be granted on a royalty-free basis.

2. The new IP shall be the property of the partner who generates it
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The granting of Access Rights has been made conditional on the acceptance of spe-
cific conditions aimed at ensuring that these rights will be used only for the intended
purpose and that appropriate confidentiality obligations are in place. Results and Back-
ground will be used only for the purposes for which Access Rights to it have been
granted. Further details on SAPPAN access rights policies are outlined in the Consor-
tium Agreement Section 9.

2.5 Access Rights to Software

The SAPPAN Consortium Agreement also sets out specific provisions for Access
Rights to software.

As per the Consortium Agreement,

e “Software” means sequences of instructions to carry out a process in, or con-
vertible into, a form executable by a computer and fixed in any tangible medium
of expression.

e “Application Programming Interface” means the application programming
interface materials and related documentation containing all data and infor-
mation to allow skilled Software developers to create Software interfaces that
interface or interact with other specified Software.

e "Controlled Licence Terms" means terms in any licence that require that the
use, copying, modification and/or distribution of Software or another work
(“Work”) and/or of any work that is a modified version of or is a derivative work
of such Work (in each case, “Derivative Work”) be subject, in whole or in part,
to one or more of the following:

a) (where the Work or Derivative Work is Software) that the Source Code or
b) other formats preferred for modification be made available as of right to any
third party on request, whether royalty-free or not;

c¢) that permission to create modified versions or derivative works of the Work
or Derivative Work be granted to any third party;

d) that a royalty-free licence relating to the Work or Derivative Work be granted
to any third party.

e “Object Code” means software in machine-readable, compiled and/or execut-
able form including, but not limited to, byte code form and in form of machine-
readable libraries used for linking procedures and functions to other software.

o “Software Documentation” means software information, being technical infor-
mation used, or useful in, or relating to the design, development, use or mainte-
nance of any version of a software program.

e “Source Code” means software in human readable form normally used to
make modifications to it including, but not limited to, comments and procedural
code such as job control language and scripts to control compilation and instal-
lation.

The Parties’ Access Rights to Software do not include any right to receive Source Code
or Object Code ported to a certain hardware platform or any right to receive Source
Code, Object Code or respective Software Documentation in any particular form or
detail, but only as available from the Party granting the Access Rights.
The intended introduction of Intellectual Property (including, but not limited to Software)
under Controlled Licence Terms in the Project requires the approval of the Steering
Committee to implement such introduction into the Consortium Plan, however always
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provided that the use of such Intellectual Property will affect the use of another Party’s

Results or Background e.g. by applying the Controlled License Terms to such a Result
or Background.

More specific details regarding Access Right to Software are available in the SAPPAN
Consortium Agreement Subsection 9.8.

2.6 Results Dissemination

The beneficiaries must promote the action and its results, by providing targeted infor-
mation to multiple audiences (including the media and the public) in a strategic and
effective manner.

2.6.1 Open Access

The partners that disseminate Results with peer-reviewed scientific publications, will
aim for open access [3]. The consortium measures to provide open access are de-
scribed in the Grant Agreement Annex 1 DoA, section 2.2.2 Open Access and Data
Management Plan (DMP), and the ongoing deliverables on the Data Management
Plan.

Acknowledgment: visibility of EU funding

SAPPAN consortium must acknowledge any communication activity by displaying the
EU emblem and including the text as following:

“This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement No 833418”.

* X %
* *

* *

* *
* 4 *

For infrastructure, equipment and major results:

“This [infrastructure][equipment][insert type of result] is part of a project that has re-
ceived funding from the European Union’s Horizon 2020 research and innovation pro-
gramme under grant agreement No 833418”.

When another logo is displayed, the EU emblem must have appropriate prominence.
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3 Intellectual Property Rights Protection Strategies and Plan

Intellectual Property Rights (IPR) broadly refers to the legal rights placed on the prod-
ucts of the intellectual activity in the industrial, scientific, literary and artistic fields. The
SAPPAN IPR protection strategies consider conditions of use, conditions of exploita-
tion, IP protection, and maintenance, intellectual property (IP) monitoring and infringe-
ment, governing law, jurisdiction, or alternative dispute resolution (ADR) systems.

3.1 Intellectual Property Rights Protection Strategies

It is important for the successful exploitation of the SAPPAN project that all partners
agree on rules regarding IP ownership, Access Rights to Results and Background IP
for the project execution and protection IPR, and confidential information. These issues
have been addressed in greater detail in the Consortium Agreement between the part-
ners. We describe some of the SAPPAN consortium's IPR protection strategies as
follows:

3.1.1 Results Protection

More details regarding the protection of Results can be found in the Grant Agreement,
Article 27. Each beneficiary must examine the possibility of protecting its results and
must adequately protect them for an appropriate period and with appropriate territorial
coverage if:

(a) the results can reasonably be expected to be commercially or industrially exploited
and

(b) protecting them is possible, reasonable and justified (given the circumstances).
When deciding on protection, the beneficiary must consider its own legitimate interests
and the legitimate interests (especially commercial) of the other beneficiaries.

3.1.2 Patent Protection

A patent is a legal title that allows the patent holder to prevent his/her invention from
any third party exploitation, even if it is generated independently. The European Patent
Convention allows to file patients for “computer-related inventions”, it may be relevant
to seek protection for the SAPPAN platform or its parts, provided the patentable subject
qualifies as a computer-related invention eligible for protection by European patents.

3.1.3 Exploitation of Results:

As per the Grant Agreement, Article 28.1, Each beneficiary must examine the possibil-
ity of protecting its results and must adequately protect them for an appropriate period
and with appropriate territorial coverage if:

(a) the results can reasonably be expected to be commercially or industrially exploited
and

(b) protecting them is possible, reasonable and justified (given the circumstances).
When deciding on protection, the beneficiary must consider its own legitimate interests
and the legitimate interests (especially commercial) of the other beneficiaries.

3.1.4 Confidentiality and Non-Disclosure Agreements (NDA)

SAPPAN consortium participants can sign a confidentiality agreement or NDAs for ex-
changing confidential information (e.g., not yet protected by patents). This will ensure
confidentiality obligations and under which conditions the access is granted between
two partners. Also, this should specify the time frame for confidentiality obligations.
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3.2 Intellectual Property Rights Plan

IP Identification
and Description
from Background
and Results

Disseminationand

IPR Establishment ‘ : | itati ions:
stablis Tnen Strategy Planning: Exploitation Actions:
and Protection: * Open Access

* Dissemination of

. -’;lrzgesecret - Research Results and Publicatiqn
Publication - * Commercial ‘ Evaluation

Protection e
+ Exploitation of Exploitation

¢ Patient Right .
. C?) |err1i hﬁ s Results and General
pyng Commercialization Knowledge
Advancement

Figure 1: SAPPAN IPR Plan in Steps

SAPPAN consortium will aim to follow the guidelines provided by the European IPR
helpdesk Fact Sheet [4] to deal with intellectual property (IP) matters in the internation-
alization process and efficiently manage intellectual property rights (IPR). The SAP-
PAN consortium will follow its IPR plan process in the following steps:

1. Identification IP from Results and Background: The background of the
SAPPAN project has been identified at the beginning of the project. During the
project implementation, partners will identify the Results to be generated (initial
estimated Results are available in DoA). Each exploitable IP from the Results
will be identified and recorded. The IP related products can be based on one or
more SAPPAN components.

2. Description of Interfaces of Identified IP: The next step is to record a clear
description of the products and their interfaces with other SAPPAN components,
deployment prerequisites, etc.

3. Establishing IPR and Ownership: After identification and description of the
product, the consortium will identify the ownership and joint ownership of the
Results. The consortium may use an IPR identification sheet [4].

4. IPR Protection Measures: The coordinator will be in charge of maintaining the
knowledge produced during the project on a regular basis with the partners in
innovation. The NDAs can be done on a peer-to-peer basis during collaboration.
If necessary, the SAPPAN Steering Committee may ask for legal advice for as-
sessing the opportunities to apply for patents or declare copyrights. More spe-
cific responsibilities for IPR protection may include a description of innovation
elements from R&D work, reviewing existing patents and databases for similar
innovation, reporting the status to the Steering Committee, and proposing reg-
istration for the patents. SAPPAN IPR protection measures will be handled at
the participant level and as well as consortium level.
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5. Strategy for Dissemination and Exploitation: In this step, SAPPAN consor-
tium will plan possible IPR protection strategies for Dissemination and Exploita-
tion such as open access and commercialization of products.

6. Dissemination and Exploitation Actions: This step will perform different pro-
tection actions of Dissemination and Exploitation such as scientific publications
in open-access journals, keeping a record of exploitation activities, patent filing,
commercialization of products, etc.

7. Evaluation: The final step would be the evaluation of IPR protection measures,
dissemination, and exploitation activities.

4 Conclusion and Next Steps

In the present deliverable, we describe the best practices and measures that have
been planned by the SAPPAN Consortium for handling IP related issues in a system-
atic manner. Furthermore, if the need arises, the Consortium will reach out to the Eu-
ropean IPR Helpdesk, legal teams within SAPPAN members or external IPR advisory
firms to get support. There is also an ongoing discussion among Consortium members
regarding the dissemination level of this deliverable, which will be discussed in the next
Steering Committee Meeting. Next iteration and updates of this deliverable are sched-
uled in month 24 and month 36.
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