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Introduction
switch.ch publishes *.ch and *.li zonefiles

_________________________________________________________________________________________________________________________________________
Dreamlab Technologies AG www.dreamlab.net                                                                              5

2260606
Entries for .ch



Introduction
Domain Generation Algorithms
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Introduction
(n-ary) NN based DGA detectors are investigated in context of SAPPAN-
project
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è Bin Yu, Jie Pan, Jiaming Hu, Anderson Nascimento, and Martine De Cock. 
2018.Character Level Based Detection of DGA Domain Names. InInternational
JointConference on Neural Networks. IEEE, 
https://faculty.washington.edu/mdecock/papers/byu2018a.pdf

https://faculty.washington.edu/mdecock/papers/byu2018a.pdf


Introduction

Goal: Find malicious/untrustworthy domains in .ch-zone

Assumption: DGA classifiers introduced above can be used to detect malicious / Untrustworthy domains

Available data:
• Available datasets for DGA samples mostly feature *.com, *.org, *.biz, “.info, etc.
• There is no list of DGA samples for .ch-TLD, we can:

• Create our own
• Try to generalize (or rather specialize) from existing lists

èWhat will we find applying classifiers that were trained on ”generic” data to the *.ch zone?
èCan we find a self-contained way to specialize from existing lists and add some locality to the classifier?
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$head malicious.txt
nymaim chvkhnfqisg.net
nymaim fnqqhplfm.com
nymaim mwjvbwj.info
nymaim ridfga.com
nymaim xzzwrbnhd.com
nymaim znrijgzfg.com
nymaim guqthb.com



Agenda

[ + ] Introduction
[ + ] Methodology

[ + ] Results
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• Test Dataset: *.ch-Zonefile
• Manual verification of results

• Test Dataset: *.ch-Zonefile

• Benign Training-Set: Cisco Popularity List Top 1m + Part of *.ch Zonefile
with existing MX-record

• Malicious Training-Set: Netlab OpenData Project’s DGA Domain List

• Benign Training-Set: Cisco1 Popularity List Top 1m
• Malicious Training-Set: Netlab OpenData Project’s DGA Domain List2

Methodology
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1Cisco Umbrella Project - https://s3-us-west-1.amazonaws.com/umbrella-static/index.html
2https://data.netlab.360.com/dga

Training Iteration 1

Analysis Iteration 1

Training Iteration 2

Analysis Iteration 2

Model 1 (B-NYU) Model 2 (B-ResNet)

https://s3-us-west-1.amazonaws.com/umbrella-static/index.html
https://data.netlab.360.com/dga


Methodology
Metrics on Datasets
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Dataset $ wc -l

Cisco Popularity List Top 1m 999’999

Netlab DGA Domain List 1’369’253

*.ch Zonefile 2’260’606

*.ch-Domains with MX-records 1’640’145

$ grep ".ch" cisco-benign.txt | wc –l
51567

$ grep ".ch" ch.zone.txt | wc -l
2260606



Agenda

[ + ] Introduction
[ + ] Methodology

[ - ] Results
• Analysis Iteration 1
• Analysis Iteration 2
• Conclusion / Outlook
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Results
Analysis Iteration 1 – Distributions of results

13

B-NYU Distribution:
(0, 25) 2257416
(25, 50) 1347
(50, 75) 675
(75, 100) 1024

B-ResNet Distribution:
(0, 25) 2259070
(25, 50) 524
(50, 75) 299
(75, 100) 569



Results
Analysis Iteration 1 – Obvious False Positives

14

B-NYU Distribution:
(0, 25) 2257416
(25, 50) 1347
(50, 75) 675
(75, 100) 1024

B-ResNet Distribution:
(0, 25) 2259070
(25, 50) 524
(50, 75) 299
(75, 100) 569

… …



Results
Analysis Iteration 2 – Distributions of results

15

B-NYU Distribution:
(0, 25) 2260430
(25, 50) 13
(50, 75) 6
(75, 100) 12

B-ResNet Distribution:
(0, 25) 2260462
(25, 50) 0
(50, 75) 0
(75, 100) 0



Results
Analysis Iteration 2 – Interesting detections 1/2 
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Domain Certainity Analysis / Conclusion

abcdefghijklmnopqrstuvwxyz.ch 100% Likely malicious, currently resolves to suspicious IP

adslkfalkfjlkfjdsalkfafljflsa.ch 100% Unclear, no IP resolution

8qswldnsrvb73xkczdyj.ch 99.9% Likely malicious, Currently resolves to suspicious IP, used to resolve to another suspicious IP 
involved in coronavirus-scam

rgdfgdfgdfgdf.ch 99.9% Likely benign, no suscpicious observations

utitan101310bgfhnythjdukfdyjt.ch 99.8% Likely benign, no suscpicious observations

sfdfgdfgdfgdfgdfg.ch 99.8% Unclear, no IP resolution

n7q9ipiddq9ihtx.ch 99.1% Likely malicious, currently resolves to suspicious IP

testhgfjdgdfxhgxdfhx12.ch 99.1% Likely malicious, currently resolves to suspicious IP, IP has been flagged as botnet C2

oiqweurpui345345jk.ch 94.1% Likely benign, no suscpicious observations

ymfvrcnwyw.ch 92.5% Unclear, no IP resolution

aqddddwxszedc.ch 84.8% Unclear, no IP resolution

ihjj8qltfyfe.ch 82.2% Likely malicious, domain flagged by Kaspersky, currently resolves to suspicious cloudflare IP

asdfjkhdsfajdfsajhsadf.ch 77.1% Likely benign, no suscpicious observations

7as6q796d6s98q6qd6sdq.ch 72.6% Likely malicious, Currently resolves to suspicious IP

rggrgrgrgrgrgr.ch 66.5% Unclear, no IP resolution

http://abcdefghijklmnopqrstuvwxyz.ch/
http://adslkfalkfjlkfjdsalkfafljflsa.ch/
http://8qswldnsrvb73xkczdyj.ch/
http://rgdfgdfgdfgdf.ch/
http://utitan101310bgfhnythjdukfdyjt.ch/
http://sfdfgdfgdfgdfgdfg.ch/
http://n7q9ipiddq9ihtx.ch/
http://testhgfjdgdfxhgxdfhx12.ch/
http://oiqweurpui345345jk.ch/
http://ymfvrcnwyw.ch/
http://aqddddwxszedc.ch/
http://ihjj8qltfyfe.ch/
http://asdfjkhdsfajdfsajhsadf.ch/
http://7as6q796d6s98q6qd6sdq.ch/
http://rggrgrgrgrgrgr.ch/


Results
Analysis Iteration 2 – Interesting detections 2/2 
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Domain Certainity Analysis / Conclusion

fj6f8j1gbwzl.ch 54.6% Likely malicious, used to resolve to suspicious cloudflare IP (with very little associated URLs)

fdsafdahkjfdhajkfdas.ch 52.2% Likely malicious, Currently resolves to suspicious IP

xczjhkgdsadsa.ch 51.3% Likely malicious, Currently resolves to suspicious IP

ik48lsu5dww485letzk9m7f.ch 51.1% Likely benign, no suscpicious observations

asdkljklajklasdf.ch 48.3% Likely malicious, Currently resolves to suspicious IP

1nf02m4c0253845714.ch 47.9% Likely malicious, Currently resolves to suspicious IP

jnna52nlxzpur5u.ch 43.4% Likely benign, no suscpicious observations

wptmjsnhpfawc.ch 38.9% Likely malicious, Currently resolves to suspicious IP

wejefiwfafjkfsad.ch 38.8% Unclear, no IP resolution

asdfasdfdsfsddsfa.ch 33.8% Unclear, no IP resolution

testvnhjfgjfhj.ch 33.7% Likely malicious, Currently resolves to suspicious IP

08d749013a84d810edac….e2b2e.ch 32.8% Likely malicious, Currently resolves to suspicious IP

djhfguif.ch 32.6% Likely malicious, Currently resolves to suspicious IP

7hkjuf95uenl.ch 30.1% Likely benign, no suscpicious observations

lkjgdsfcnk.ch 28.8% Likely benign, no suscpicious observations

neue-webermuehle-neuenhof.ch 25.9% Likely benign, no suscpicious observations

http://fj6f8j1gbwzl.ch/
http://fdsafdahkjfdhajkfdas.ch/
http://xczjhkgdsadsa.ch/
http://ik48lsu5dww485letzk9m7f.ch/
http://asdkljklajklasdf.ch/
http://1nf02m4c0253845714.ch/
http://jnna52nlxzpur5u.ch/
http://wptmjsnhpfawc.ch/
http://wejefiwfafjkfsad.ch/
http://asdfasdfdsfsddsfa.ch/
http://testvnhjfgjfhj.ch/
http://08d749013a84d810edacd03c338e2b2e.ch/
http://djhfguif.ch/
http://7hkjuf95uenl.ch/
http://lkjgdsfcnk.ch/
http://neue-webermuehle-neuenhof.ch/


Results
Analysis Iteration 2 – Conclusion

Certaininty of URL being malicious Number of URLs Verification result

75%-100% 13

5 urls are likely malicious, 
4 urls do not resolve,
4 urls are likely benign,
all urls do not "look" trustworthy

50%-75% 6

4 urls are likely malicious, 
1 urls do not resolve,
1 urls are likely benign,
all urls do not "look" trustworthy

25%-50% 12

6 urls are likely malicious, 
2 urls do not resolve,
4 urls are likely benign,
all but one urls do not ”look” trustworthy

0%-25% 2260430 not inspected
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Conclusion / What’s next?

Conclusion:
• Applying classifiers based on generic training data to a language specific zone results in too many false 

positives
• Extending the training dataset with MX-domains helps to specialize a generic list of benign and 

malicious domains for a given country-TLD, this can be done in a self contained way
• The CNN based binary classifier works well for identifying suspiciously-looking domains, more than 

50% of which are very likely malicious, thresholding remains tricky

Outlook:
• Sweden also publishes zonefile è repeat analysis to confirm results

• Initial results indicate, that method seems to work even better in the case of .se-TLD

• Further improve accuracy by using more features
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