e e °  SHARINGANDAUTOMATION FOR
SAE FAN ATTACK
T NEUTRALIZATION
@

Malware Analysis Automation Platform
CSIRT-MU, Masaryk University

TLP:WHITE

Union’s Horizon 2020 research and innovation
programme under grant agreement No 833418

MUN I

This project has received funding from the European



sa@ay - Platform Architecture

Uploads file

woq] | :>

Sensor - new file

=

Uploads report

Web U Sends notification

S3

Uploads event
l with attributes

MISP

Threat Sharing

Malware analysis workflow

[]
[>O

@,
O (O

Apache Airflow

Uploads file to

—>
—

Returns final report

with verdict

Performs mitigation

=

Asks for reports

l:{>
Intel owl —>
el &

Retrieves reports
for analysis
Observable-evaluator

|:"> Blocking infrastructure

> VIRUSTOTAL
HYBRID

ANALYSIS

VIS
2

CLOUDFLARE

2,

Google Safe Browsing

il

MISP

Threat Sharing

: MUNI

This project has received funding from the European
Union’s Horizon 2020 research and innovation
programme under grant agreement No 833418



&2y Deployment

1. Provide API keys to supported tools through config file

o Public APl without key may have limited services

>. Run Docker containers
o Using Docker — docker-compose up

o orUsingVagrant—-vagrant up
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SS@ey - Initial Airflow State
xAirﬁow DAGs  Security-  Browse-  Admin-  Docs 13:51 UTC Al

DAGs

Achveo F’ausedo Filter [

DAG Owner Runs Schedule Last Run Recent Tasks Actions Links
@ block_multiple_domains airflow None » C| T
@ block_multiple_emails_dag airfiow None » C O
@ block_muttiple_ips_dag airflow None » C' O
@ malware_dag airflow None » C| T
@ malware_starter_dag S (:f ----- 1970-01-01, 00:02:00 @_ 2 (C|I O o
@ observable_dag airflow None » | T

- 1. Showing 1-6 of 6 DAGs
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%@y Malware Gateway

Reports  Upload malware

Submit file to malware analyzer
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'Sé‘iifl.N. Running Malware Analysis DAG

O malware_dag RG] scheduie: None
! Tree View 2 Task Duration : Task Tries ﬁ Landing Times E Gantt A\ Details <> Code > | C 6
(@ DAG Docs A

D 2022-01-13T13:52:392 Runs 25 v  Run manual__2022-01-13T713:52:38.427925+0000 v Layout Left > Right v | Update
BranchPythonOperator | | CreaePDFReporOperator | | DNSRPZTriggerhultpleOperator | PBlocker TriggerMultipieOperator | | MISPCreateM aiwareE ventOperatr - NetfiowCommunicatingiPsOperator | ObservableE valuator AnalyseFiiesOperator ’m_»n- up_for_reschedule | | upstream _falled ppe:
S3CopyObjeciOperaior | SDeleteObjectsOperator | _PyhonDecoratedOperator scheduled | no s
0 Auto-refresh (¢

L

copy_file_to_processing_bucket | delete_analyzed_files
pick_s3_path

\ /'
find_communicating_ips_in_netflow —__
, Create_misp_event
\ \

™ run_analysis
\ - —— , Create_pdf_report

/ trigger_dnsrpz_dag

prepare_blocking_information

parse_params

\: upload_file_to_processing_bucket

—* trigger_ip_blocker
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S Report Download

Reports  Upload malware

Report is ready

Test malware.docx.exe-report.pdf
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S a Report for the File

Result

Malware-pipeline evaluated file Test malware.docx.exe as malicious.

Basic information

Name Test malware.docx.exe
MD5 8d4b77fa3546149f25bd17357d41fbf0
Hash SHA1 7289737¢1dc462726abbe89335a7702¢130bbdcc
SHA256 bd8cda80aaee3e4a17e9967a1c062ac5c8edaefd7eaa3362f54044c2c94db52a
myfile

Andr.PegasusB_Pwk9fuo.apk
TrojanSpyAndroidPegasus.32507731.apk
bd8cda80aaee3ed4a17e9967a1c062ac5c8edaefd7eaald362f54044c2c94db52a.apk
bd8cda80aaee3e4a17e9967a1c062ac5c8edaefd7eaald362f54044c2c94db52a
pegasus.apk
Andr.PegasusB_6nFFeMO.apk
6a3efdca-2465-460e-878e-3e6d52790c10
Andr.PegasusB.apk

Aliases

base.apk
bd8cda80aaee3ed4a17e9967a1c062ac5c8edaefd7eaal3362f54044c2c94db52a.exe
pegasus2021_3.apk

[Tagged as malicious| HybridAnalysis, OTX Alien Vault, VirusTotal

Tagged as harmless MISP_Check_Hash
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%@y Observables in the Report

Found observables

Observable Type Malicious Detected by Tagged malicious | Tagged harmless

_ _ . |Google Safebrowsing,
172.217.194.190 ip Yes VirusTotal OTX Alien Vault MISP

: : : |Google Safebrowsing,
142.250.13.188 ip Yes VirusTotal OTX Alien Vault MISP

g : ) |Google Safebrowsing,
142.250.102.188 ip Yes VirusTotal OTX Alien Vault MISP

: ; |Google Safebrowsing,
142.250.27.188 ip No VirusTotal MISP
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Sy MISP Event

View Correlation Graph

Obtained malware Test malware.docx.exe

View Event History

Event ID 1
Edit Event uuID e83a368e-0954-4472-b7f1-8ea3a0ea0af3 [} =B
Delete Event Creator org ORGNAME
Add Attribute Owner org ORGNAME
Add Object Creator user admin@admin.test
Add Attachment
Add Event Report

Date 2022-01-14
Populate from...

Threat Level ? Undefined
Enrich Event
Merge attributes from... Anciysls Lol

Distribution

This community only I (i I
Publish Event

Info Obtained malware Test malware.cocx.exe
Publish (no email)
Contact Reporter #Attributes 11 (1 Object)
Download 2s. .. First recorded change 2022-01-14 08:43:49
Last change 2022-01-14 08:43:50
ListEvents .
Modification map
Add Event
Sightings 0 (0) - restricted to own organisation only. /

=Pivots ==Galaxy =Eventgraph <=Eventtimeline <==Correlation graph ==ATT&CK matrix ==Event reports ==Attribules ==Discussion
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é/}‘ii%“. MISP Event Cont.

Scope togglev  WDeleted I2Decayscore M SightingDB @Coniext “S"RelaiedTags Y Filiering tool

(] Date* Org Category Type Value Tags Galaxies

[ 2022-01-14 Network activity ip-cst 172.217.194.190
(] 2022-01-14 Network activity  ip-cst 142.250.13.188

(] 2022-01-14 Network activity  ip-dst 142.250.102.188

Correlate

Related Events Feed hits

IDS

Enter value to search m

Distribution

Inherit

Inherit

Inherit

Sightings Activity Actions

0On L 2 INcA |
Vd
(0/0/0)
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+#
(0/0/0)

00 L 2 INra |
}r
(0/0/0)

2022-01-14

0O 2022-01-14 Payload delivery filename:
filename

[ 2022-01-14 Other size-in-bytes:
size-in-bytes

[ 2022-01-14 Other entropy:
float

0 2022-01-14 Paylioad delivery md5:
md5

0O 2022-01-14 Payload delivery shat:
shal

Test malware.docx.exe

1108049

7.9931541696921

804b77fa3546149f25bd17357d41fbf0

7289737c1dc462726abbe89335a7702c130bbacc

BED DD

CBED RS

CBED RS

Inherit

Inherit

Inherit

Inherit

Inherit

(G L 2 INra |
Vd
(0/0/0)

00 PE N
#
(0/0/9)
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+
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09 oE N
+
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0O PE W
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&Y Malware Analysis Automation Summary

Platform independent
One-command deployment

Speeds-up the initial evaluation of a suspicious file

Will be released as open-source in April
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