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Agenda
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• Data Sources
• Endpoint Profiles
• Sample Use cases
• Visual Exploration of the Profiles
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Data source – Network Telemetry
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Endpoint profile – network telemetry
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Additional features
• Day/night ratios
• In/Out ratios
• Aggregations over extended time period
• Top N statistics
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Data source – Endpoint Telemetry
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• System Logs
• Events by F-Secure

• new/open/stop process
• module load
• create thread
• registry write
• file access
• network connection
• powershell events
• OS security events
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Endpoint profile – endpoint telemetry
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F-SECURE events 
• process tree
Aggregate stats: 
• num_logs -> total number of logs 
• num_logons -> num of logs with event ID 4624 (An account 

was successfully logged on)
• num_dst_tasks -> number of distinct tasks which generated 

the logs 
• num_dst_sources -> number of distinct sources which 

generated the logs 
• num_wsa -> number of events where source is Microsoft-

Windows-Security-Auditing 
Host OS: 
• name -> e.g. Windows 10 Education version build 
Top stats: 
• tasks: top 5 tasks which generated the most logs 
• sources: top 5 sources which generated the most logs
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Data Correlation

9

• Based on common attributes
• Source & Destination IP and ports
• Sliding time window

• Problems
• Not all network events are logged
• Reuse of the source ports by the OS

Network flow

Windows event

Flow continued?

Time
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How can be the profiles used?
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• Clustering of profiles
• identification of groups with 

similar properties
• different purpose
• segmentation
• variability ( security )

• Classification
• profile assignment

• Long Term Observations
• history of host behaviors

• Visual Analytics
• explorative analysis
• get understanding
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Profile Usecase I
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Temporal patterns in behavior
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Profile Usecase II
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Detection of the increasing usage
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Profile Usecase III
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Detection of the change in behavior
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Profile Usecase IV

14

Detection of the anomalous activity

• Example of the scanning detection
• High number of flows
• High number of distinct peers
• Unchanged number of distinct ports
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On-going: Automated Response
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• Simple playbook for Phishing attacks
• The complexity is primarily within the performed actions
• Tip of the iceberg

• Determine if quarantined email is Phishing
• Get distributed OSINT for IP, domain, file
• Search all traffic and logs for observables from 6 months ago
• Block IP via FlowSpec, Block domain via DNS RPZ

• Orchestration is not overly hard, but also not trivial
• We use Apache Airflow for our prototypes
• Other engines are available
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https://sappan-project.eu

https://csirt.muni.cz/

Let’s get in touch


