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SAPPAN  (Sharing and Automation for Privacy Preserving Attack Neutralization)
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• Scope: Cyber-attacks management – advanced response and recovery

• Timeline: May 2019 until April 2022

• Overall Budget: € 4 700 053,39

H2020 Call SU-ICT-01-2018 (IA) - Dynamic countering of cyber-attacks

• Support human operators, CSIRTs to find optimal responses to and ways to recover from 
cyberattacks

• Platform for privacy-preserving threat intelligence sharing among organisations

• Local and Federated detection tools for effective response and recovery 

• Visual, interactive support tools for SOC operators

• Improve scalability of massive data and logs processing for intrusion detection approaches

• Tools for optimal response recommendation and automation

Project Highlights:
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Consortium
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SAPPAN Approach 
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SAPPAN Innovations
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SAPPAN Platform
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THANK YOU!

• Advanced ML-based tools for attack detection and 
response

• Privacy-preserving sharing of threat intelligence 
between organisations

• Visualization components to support human operators

• Response recommendation and automation 


