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Domain Generation Algorithms (DGAs)

DGA binary classification
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Domain Generation Algorithms (DGAs)
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Domain Generation Algorithms (DGAs)

DGA multiclass classification
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Use-case DGA Detection in SAPPAN

Research driven approach
e 7 peer-reviewed accepted papers on DGA detection
® 1 paper currently under review

Real-world application of research results
e (Classifiers are real-time capable & scalable
e Integration of research into existing Security Information and
Event Management (SIEM) solutions

Collaborative De!:ectior}
Multiclass Classification

DGA Detection

Class Imbalance Problem Real-World Application

Binary Classification

Classification-as-a-Service

Classification Performance
Private Data Sharin
Robustness 8

Network Generalization
Time-Robustness
Scalability
Real-Time Capability
Privacy



Input

DGA Binary Classification I
Embedding
Problem: v
® How to separate benign from malicious domains? Residual
k=4, f=128
. . e C 1D
B-ResNet: ResNet-based DGA binary classifier ke, £-128
e Introduction of skip connections between convolutional layers lReLU
— eases training and counteracts vanishing gradient problem
Conv1D
k=4, f=128
Comparative study with the state-of-the-art \‘
® Reduction in false positive rate (FPR) Add
e B-ResNet generalizes well to different networks
— Classification can be outsourced as a service v
® B-ResNet is time-robust (even after 17 months) RelU
Max pool, /4
— Classifier is real-time capable Dense, 1
‘Sigmoid

Output



DGA Multiclass Classification
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M-ResNet: ResNet-based DGA multiclass classifier s
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® Build up of 11 residual blocks el
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Comparative study with the state-of-the-art
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® 30% less training time Pt
® Improvement of over 5% in macro fl-score e
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randomloader -

— Enables detection of several classes with high confidence il
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— Classifier is real-time capable
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Class Imbalance Problem |

Problem:

e Performance of a classifier heavily depends on the used training data

e Sample distribution is heavily imbalanced

® Including underrepresented DGAs: Data

e Effect on overall classification performance?
e Ability to detect/attribute samples of underrepresented DGAs?

>Q/®

Comprehensive study
® Both classification tasks benefit from samples of weakly represented DGAs
e Binary classification:
* Improvement of over 10% in detection performance

e Multiclass classification:

e For 22/46 classes fl-score > 90%
e For 11 classes fl-score > 99%

® No significant influence on the classification of well represented classes



Predicted label

Class Imbalance Problem II -
Out-Of-Distribution (OOD) Classification
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Class Imbalance Problem II -
Out-Of-Distribution (OOD) Classification

Experiment:
® Train on samples of well represented group
e Classify samples of weakly represented group

OOD samples are spread over malicious classes

True label

Huge fraction is attributed to the benign class
— These samples would be missed by an
Intrusion Detection System (IDS)

— Include weakly represented DGAs to the training
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Explainability | - Explainable Al Research

Problem:

e State-of-the-art deep learning classifiers behave like black boxes
e Difficult to evaluate their line of reasoning
— Lack of confidence



Explainability | - Explainable Al Research

Problem:

e State-of-the-art deep learning classifiers behave like black boxes
e Difficult to evaluate their line of reasoning
— Lack of confidence

Two approaches in SAPPAN:

B . o o
dtype float32

locky output shape (None, 253, 128)

parameters 49280
194 19 17 609 24

‘ necurs

’7 qgsnatch
[I shifu
simda

1. Visual analytics system:

® Provide understandable interpretations for

b) II

predictions of deep learning classifiers
e Cluster activations of a model’s neurons

® | everage decision trees in order to explain clusters



Explainability Il - Feature-based DGA Detection

2. Feature-based classifier: EXPLAIN

e Random forest based classifier

e Competitive & context-less
® Explainable by design

— Predictions are easier to interpret as they can be
traced back to characteristics of used features

Studied 136 context-less features

® 42 feature gathered from related work

® 04 features newly developed

136 Features divided in

® 64 linguistic: e.g. domain contains numbers?, vowel-ratio
® 17 structural: e.g. domain length

e 55 statistical: e.g. n-gram frequency distributions, entropy

— Classifier is real-time capable
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Collaborative Machine Learning - Privacy-Preserving Intelligence Sharing

Problem:
® How to improve detection by collaboration?
® Decision models are directly influenced by sensitive training data
e Models are susceptible to leak such sensitive information
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Improve generalization and performance by sharing intelligence at different stages of model training:
Before After During




Collaborative Machine Learning - Privacy-Preserving Intelligence Sharing

Problem:
® How to improve detection by collaboration?
® Decision models are directly influenced by sensitive training data
® Models are susceptible to leak such sensitive information

Improve generalization and performance by sharing intelligence at different stages of model training:
Before After During

Ao
o Raw Data Shari ® Ensemble Classification o Federated Learning
aw Data Sharin
© ® Feature Extractor Sharing e Teacher-Student Learning

Our empirical study shows Feature Extractor Sharing and Federated Learning perform best:
e Significant reduction of false positive rate (FPR), up to 50% compared to single-party
® Reduction rate of FPR correlates with increasing number of parties
® Preliminary privacy-utility trade-off study



Privacy-Preserving Classification as a Service (CaaS)

—=\

Problem: :e < data item
® Real-world training data is mandatory for well performing classifiers % rediction
e \What about resource constrained devices? )

® Domain names / trained models may contain privacy-critical information CaaS provider

Naive application of privacy-preserving ML frameworks to existing DGA detection classifiers

— Single inference can cost additional: 13 min inference latency, 234 GB communication

Client

10



Privacy-Preserving Classification as a Service (CaaS)

Problem: :e < data item
e Real-world training data is mandatory for well performing classifiers AIITIT o >
s ey P : L] predicion ===\
e \What about resource constrained devices? ) Client

® Domain names / trained models may contain privacy-critical information CaaS provider

Naive application of privacy-preserving ML frameworks to existing DGA detection classifiers

— Single inference can cost additional: 13 min inference latency, 234 GB communication

Comprehensive study & proposed model simplifications:
® Reduction in inference latency of up to 95%
® Reduction in communication complexity of up to 97%
® Accuracy penalty of less than 0.17%

— Still, future work is required to make privacy-preserving Caa$ feasible!

10



DGA Detection - Current Research & Future Work

Robustness
e NX-classifiers more robust against adversarial attacks

e Usage of adversarial machine learning to improve robustness

11



DGA Detection - Current Research & Future Work

RObUStneSS manipulation-want-date.pw go2mysuite.eu
e NX-classifiers more robust against adversarial attacks refers-spare-criticism.pp.ua citrixgozmypc. co.uk
fashioned-achieve-disable.pro gotomobileaccess.com
e Usage of adversarial machine learning to improve robustness (a) Unknown DGA 1 (b) Unknown DGA 2
dv4050fc.co.ir www.c75ff6bd. com
thrsssko5.co.ir www. 94e47d25. com
thrlopgi3.co.ir www.41019163.com
New DGA detection (c) Unknown DGA 3 (d) Unknown DGA 4
® Real-world experiment: 6 unknown DGAs, 1 unknown Bamital seed 2b4b1d67-b383-40c1-ba3e-af73245d7b14 . com
. . 86a294dd8-5724-4b9%9a-8a7a-bea8733f7e60.com
[ ]
Adaptive new DGA detection system adcb3f60-d260-478a-99f2-ac24eealde16. com
(e) Unknown DGA 5

egbvalb5pmgh7fb. jmrbqoa6i67zdlrwhj.com
27422j8tqot.8chcu-tza86fxaz-df70y9-t@o.com
bt-7hb7k@aqyyr-61d8o5d.dg@8rz6qobme421f . com

(f) Unknown DGA 6

02836ae5435c57300fc95bf13e9ba7bb.info
073fcdb286615c7a6ac348f9a1ab0250.info
08211a534fad3885624a92573cc2af44.info

(g) Unknown seed of Bamital

11



DGA Detection - Current Research & Future Work

Robustness
e NX-classifiers more robust against adversarial attacks

e Usage of adversarial machine learning to improve robustness

New DGA detection

® Real-world experiment: 6 unknown DGAs, 1 unknown Bamital seed

e Adaptive new DGA detection system

— Combining all research to a single detection system
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Impact of SAPPAN Innovations
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o 33 Commits P ZErarches &'0Tags (1431 KBFies & 1.5 MB Storage

&dd missing parameter and None check In WelghtedRandomForestClassifler.

Gferdcab | 3
Hils Fasrter

Research impact
® Improved state-of-the-art in various aspects —

[ README | M GMU GFLVZ | [f) CI/CD confguration

® 7 peer-reviewed accepted papers on DGA detection o e — —
e 1 paper currently under review e

& _gitignore

W gitiabciymi

Open source software

® Binary & multiclass ResNet-based DGA models
e EXPLAIN: Feature-based multiclass classifier
(https://gitlab.com /rwth-itsec/explain)

[ README.mu

First Step Towards EXPLAINable DGA Multiclass Classification

This rEposROry cortains te source code of EXPLAR, a classiNcation system and ibrary using random forests to perform multickss
tlassHication of makware families that ublize domeain generation algorithmes (DGEAs).

EXFLAIM Iz presenter in the paper First Step Tawards EXPLATN e D64 Mutieloss Chrssification!’|. The version used for the paper can be
found inthe branch pagar , while the Bacter branch tracks a reviser versian wih Improvements and bugfies.

Note thet the following information refers to the lotest wersion if not stated otherwise.

— Classifiers are real-world applicable —

= Fython 3.8.ar higher

= Conda 4.8.5 or higher

« Use conda i creato -f anviromeent yel tocreste s conds ersironment with all dependendes

= Activate the ernirorment using cenda activate explaln juse conda activate axplaln paper forthe paper version)

Documentation

PFlease refer to efther the source code ar Overv types Tor the documertation of the Implem entation

References

fication. In The 18th

Internofional Confe Wy, ReMatity and Security (ARES 2021), Avgqust 17-20, 2021, Wenna, A ACH, Mews York, NY, USA, 13

pages. hittpsi /10.11453483481. 340374

Acknowledgments

This project has recaived funding fram the European Unkams Harzan 2020 rasesn: b and Innovation pro<gram me under grant



Impact of SAPPAN Innovations ||

Integration of research into existing SIEM solutions:

/ [DL DGA] DGA Overview

Facilitating the work of Security Operation Center (SOC) analysts
® Improvement of detection performance
e Reduction of false positives
® Providing explanations for predictions

14



Solution Design: SAPPAN DGA Classifier

Flow Processing Pipeline Stream

evtl
evt2
evt3
evty

Tumbling windows of
predefined size,
e.g. 10 minutes.

—

Hewlett Packard
Enterprise

A e A A

—_—

"time":
"time":
"time":
"time":

"2022-01-03T09:05:10Z2", "src":
"2022-01-03T09:07:35Z", "src":
"src":
"2022-01-03T10:38:012", "src":

"2022-01-03T10:15:412",

startTime: 2022-01-03T09:00:00Z
endTime: 2022-01-03T09:10:00Z

evtl
evt2

startTime: 2022-01-03T09:10:00Z
endTime: 2022-01-03T09:20:00Z

evt3

startTime: 2022-01-03T10:30:00Z
endTime: 2022-01-03T10:40:00Z

evt4

"192.168.0.1", "dst": "10.0.1.5",
"192.168.0.1", "dst": "10.0.9.3",
"172.16.0.10", "dst": "10.7.0.1",
"192.168.0.5", "dst": "10.5.1.8",

SAPPAN DGA
Classifier

-
A

SAT;

Ny

"requestUrl":
"requestUrl":
"requestUrl":
"requestUrl":

"http://somehost:8080/path?param=val"}
"https://otherhost/?param=val2"}
"http://153U6.co/bot?msg=givecmd"}

"https://anotherhost/login"}

e

startTime: 2022-01-03T09:00:00Z
endTime: 2022-01-03T09:10:00Z

malicious = ]
nonMalicious = [evtl, evt2]

/P

startTime: 2022-01-03T09:10:00Z
endTime: 2022-01-03T09:20:00Z

malicious = [evt3]
nonMalicious =[]

Classifies each input tumbling window
independently and uses the "requestUrl"
field to obtain domains to classify.

startTime: 2022-01-03T10:30:00Z
endTime: 2022-01-03T10:40:00Z

malicious = ]
nonMalicious = [evt4]

Results allow to visualise source IP
addresses for classified domains.

Results
Store

Grafana



SAPPAN Innovations in DGA Detection

Thank You
For Your Attention

This project has received funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 833418.

o
o SHARING AND AUTOMATION FOR
N 7A I\l PRrRIVACY PRESERVING ATTACK
. NEUTRALIZATION

Co-funded by the Horizon 2020 programme Rwrl'l
of the European Union |"|' SEC Research Group

IT-Security




	Impact of SAPPAN Innovations

