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• Project overview
• Research areas
• Spotlights:

• Neural Nets for Domain Generation Algorithm Detection
• Response automation
• Sharing of playbooks

• Conclusion
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Areas of research
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A day in the live of Victim Organization A
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SAPPAN Detection and analysis
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Domain Generation Algorithms (DGA)
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A typical setup of modern, remote controlled malware

(typically a VPS 
(Amazon etc.), or
compromised third
party server

Malware beacon

Victim Organisation A
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Domain Generation Algorithms (DGA)
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Goal: Reaching the C2-Proxy in the internet to:
• Receive new instructions
• Deliver data to attacker

Old days: 
• Hardcoded IP-addresses / URLs

Today / modern aproach: 
• Dynamic creation of domain names / URLs
• BPredefined schema / algorithm 

èAlgorithmically generated domains (AGDs)
èDomain Generating Algorithms (DGAs)

Malware
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Domain Generation Algorithms (DGA)
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Resulting examples:
• generate_domain(2020,11,12) è ovyvwnkjserklcrj.com
• generate_domain(2020,10,1) è mlnmewqrfchttjcl.com

Example:
https://securityblog.switch.ch/2021/06/19/android-flubot-enters-switzerland/
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DGA detection - Results
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Finding 9 needles in the *.ch domain haystack

https://dreamlab.net/en/blog/post/detecting-suspicious-ch-domains-using-deep-
neural-networks/
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DGA detection - Results
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Improving state of the art and going from binary to multiclass 
classification 

https://arxiv.org/abs/2006.11103



This project has received funding from the European 
Union’s Horizon 2020 research and innovation
programme under grant agreement No 833418

DGA detection - Results
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POC Implementation in SIEM solution
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DGA detection - Conclusion
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Improvements in accuracy and step beyond state of the art 

POC Implementation done, adaption underway
è Real world applicability

Other exciting innovations:
• Explainable AI: https://gitlab.com/rwth-itsec/explain
• Visualizations of neural networks1

• Collaboration / federated machine learning1

• Anonymization techniques for sharing of data1

1not yet published

https://gitlab.com/rwth-itsec/explain
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SAPPAN Response
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Response automation
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Contains the necessary 
information on an asset’s 

criticality.
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Response automation
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*
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Analyse Event
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TheHive::getEvent()

Get Device Info

DataGerry::getDeviceInfo()

1

Create manual 
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Wait for input from 
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TheHive::getTaskStatus()
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Device

Update Case

TheHive/Cortex

TheHive::createCaseFromAlert()

Cortex::callResponder()

TheHive::updateCase()
TheHive::markAlertAsRead()

End

asset.importance < 0.8
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Create task

TheHive::createTaskInCase()

Create automated 
response case

TheHive::createCaseFromAlert()

Heuristics based 
decision

Collect Threat 
Intelligence

(domain, dst-ip)

Cortex::callAnalyzer()

API call with json, fields:
• alert_id: A random UUID (to reference the alert)
• source/ip: The Source-IPv4 Address of the affected asset
• domain_hostname: The destination domain being accessed
• enrichment/domain_hostname/dga/score: The DGA score of domain_hostname
• ipfix:destinationIPv4Address: The IP-address, to which domain_hostname resolves to

Detection_score > asset.importance:
block_communication: true

else:
block_communication: false

block_communication==false

block_communication==true

Inventory
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Response automation - Conclusion
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What did we learn?
• Automation of incident response is possible but requires a good risk 

mitigation strategy.
• The implemented workflow must be use case and even organization 

specific.
• The devil is in the detail of workflow design, not the implementation.

Other exciting innovations:
• Malware Analysis Platform 1

• Incident similarity and response recommendation1
1not yet published
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Playbook sharing
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Translator

Implementation in Apache Airflow (Python)

JSON Representation according to CACAO Standard
https://docs.oasis-open.org/cacao/security-playbooks/v1.0/security-playbooks-v1.0.html
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Playbook sharing through MISP
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Organization A

Organization B
Organization Q

https://github.com/MISP/misp-objects/blob/main/objects/security-playbook/definition.json

https://github.com/MISP/misp-objects/blob/main/objects/security-playbook/definition.json
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Playbook sharing - Conclusion
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Contribution to CACAO standard

Creation of new MISP object

Other exciting innovations:
• Translator to transform CACAO Playbooks (json) into Airflow skeleton

(Python)1

1not yet published
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SAPPAN - Summary
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Results addressing multiple particular issues in NIST IH lifecycle

Contributions:
• Academic research 
• Standardization (CACAO & MISP)
• Improvement of Security Products (F-Secure & Dreamlab)

Going beyond what is available
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Thank you for your attention!
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Entering the rabbit hole:
• https://sappan-project.eu/

• https://www.youtube.com/channel/UCrqc_Tzt6nU3ks1nrkRnq2g

• https://ercim-news.ercim.eu/en129/special/from-collaboration-to-automation-a-proof-of-concept-for-improved-incident-response

(The SAPPAN Youtube Channel)

https://ercim-news.ercim.eu/en129/special/from-collaboration-to-automation-a-proof-of-concept-for-improved-incident-response
https://ercim-news.ercim.eu/en129/special/from-collaboration-to-automation-a-proof-of-concept-for-improved-incident-response
https://ercim-news.ercim.eu/en129/special/from-collaboration-to-automation-a-proof-of-concept-for-improved-incident-response

