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84 ?,/;.N. Domain Generation Algorithms (DGA)

A typical setup of modern, remote controlled malware

Malware beacon
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Attacker C2 Server C2 Proxy Victim Organisation A
(typically a VPS
(Amazon etc.), or
compromised third
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SAl 'Z/{N. Domain Generation Algorithms (DGA)

Goal: Reaching the C2-Proxy in the internet to:
- Recelve new instructions
- Deliver data to attacker

Old days:
- Hardcoded IP-addresses [ URLs

Today / modern aproach:
- Dynamic creation of domain names /[ URLs

- BPredefined schema / algorithm
=» Algorithmically generated domains (AGDs)
=» Domain Generating Algorithms (DGAS)

This project has received funding from the European
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'séﬁ '7,/;.“. Domain Generation Algorithms (DGA)

SWITCH

Security Blog

Android FluBot en-
ters Switzerland

FOLLOW US VIA RSS-
FEED

RSS-PasLs

RECENT POSTS

« SWITCH Security Repert Januar/Februar 2022

« SWITCH Security Repert November/December
2021

« SWITCH Security Report September/October
2021

« The electricity Industry: the need for action
on cybersecurity

« SWITCH Security Report July/August 2021

‘ CATEGORIES
* APT(5)
« Attacks (52)
« Awareness (66)

« Background (3)

* Conferences (19)
* DDoS (22)
4(1 * DNS & DNSSEC (38)
Example:
:

https://securityblog.switch.ch/2021/06/19/android-flubot-enters-switzerland/

Seed-Values 1

Seed-Values 2

Seed-Values 3

Seed-Values 4

Resulting examples:
* generate_domain(2020,11,12) = ovyvwnkjserklcrj.com
* generate_domain(2020,10,1) = mlnmewgqrfchttjcl.com

Domain 1

Domain 2

Domain 3
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84 AN DGA detection - Results

Finding 9 needles in the *.ch domain haystack

Detecting suspicious *.ch-domains using deep
neural networks

30 August 2021
By Mischa Obrecht

We have recently witnessed the advent of artificial intelligence, machine and deep learning technologies,
which have led to a tremendous amount of interest from almost every other area of science, technology
and business. The area of cyber-security is no exception. It is however interesting, that most security
vendors and consultants keep a cloak of silence around specific Al-enabled cyber-security use cases and
thus specific examples of how AI and machine learning are used in the context of cyber-security are
rather scarce.

This blog post is about introducing such a use case where we successully attempt to use deep neural
networks to identify suspicious domains in the full *.ch domain-space.

https://dreamlab.net/en/blog/post/detecting-suspicious-ch-domains-using-deep-
neural-networks/

Model Input

Domain
abcdefghijklmnopgrstuvwxyz.ch
adslkfalkfjlkfidsalkfafljflsa.ch
8aswldnsrvb73xkczdyj.ch
rgdfgdfgdfgdf.ch
utitan101310bgfhnythjdukfdyjt.ch

sfdfgdfgdfgdfgdfg.ch
n7q9ipiddg9ihtx.ch
testhgfidgdfxhgxdfhx12.ch
oigweurpui345345jk.ch
ymfvrcnwyw.ch
aqddddwxszedc.ch
ihji8qltfyfe.ch
asdfikhdsfajdfsajhsadf.ch
7as6q796d6s98g6qd6sda.ch

rggrgrgrgrgrgr.ch

fief8j1gbwzl.ch
fdsafdahkjfdhajkfdas.ch

xczjhkgdsadsa.ch
ik48lsuS5dww485letzk9m7f.ch

Model Output Analysis / Conclusion (Analyst)
Certainity

100% Likely malicious

100% Unclear, no IP resolution
99.90% Likely malicious
99.90% no suspicious observations
99.80% no suspicious observations
99.80% Unclear, no IP resolution
99.10% Likely malicious
99.10% Likely malicious
94.10% no suspicious observations
92.50% Unclear, no IP resolution
84.80% Unclear, no IP resolution
82.20% Likely malicious
77.10% no suspicious observations
72.60% Likely malicious
66.50% Unclear, no IP resolution
54.60% Likely malicious
52.20% Likely malicious
51.30% Likely malicious
51.10% no suspicious observations
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84 2 DGA detection - Results

Improving state of the art and going from binary to multiclass
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i@ DGA detection - Results

POC Implementation in SIEM solution

I Diode Sender 1 Diode Receiver @ Rules & Feed Coll etcapture @ Anonymizer Network 3% 1AM admin v

‘ / [DL DGA] DGA Overview Fullscreen Share Clone Edit CAuto-refresh < O August 12th 2021, 17:03:39.964 to August 12th 2021, 17:35:30.266 >
kibana

Discover
Visualize
Dashboard
Dev Tools

Management

Time « network.community_id domain_hostname enrichment.domain_hostname.freq_score enrichment.domain_hostname.resnet.dga_family enrichment.domain_hostname.resnet.dga_score
August 12th 2021, 1 50 1:3HZRUWhh7m+76FWKMHZITtWn7g=  ggrzestnessbiophysicalohax.com. 6354 unknown 0999
August 12th 2021, 17:13:18.950  1:UWPmEIS006YsWUb6/md+Xeve01k= exzpassmd.com. unknown 0.004
August 12th 2021, 17:1 :UWPMEISOO6YsWUB6/md-+XeveOTk=  exzpassmd.com. unknown 0,004

August 12th 2021, 1 ‘RVULPQRTF19e0tvzXn/x4jh8ll cd4c67ddbpgibgxia.cn. rovnix

exzpassmd.com. : unknown

cd4c67ddbpg2ibgx1a.cn. g rovnix




sS4y DGA detection - Conclusion

Improvements in accuracy and step beyond state of the art

POC Implementation done, adaption underway
=>» Real world applicability

Other exciting innovations:
Explainable Al: https://gitlab.com/rwth-itsec/explain
Visualizations of neural networks?
Collaboration [/ federated machine learning®
Anonymization techniques for sharing of data?

*not yet published
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https://gitlab.com/rwth-itsec/explain
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SN Response automation

The

Cortex
Airflow
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SOC-Manager P l i > 3| SOC-Analyst
\3@ operates
¢
©
*
TheHive / interacts
Cortex
automates
Detector Starts workflow Airflow
(SIEM) MWOREn e Contains the necessary
queries information on an asset’s
criticality.
Inventory
(CMDB)
This project has received funding from the European
16 Union’s Horizon 2020 research and innovation

programme under grant agreement No 833418




A _
Response automation

TheHive/Cortex

A A
TheHive::createCaseFromAlert() :

A

4

5 Cortex::callAnalyzer{()

Inventory

TheHive::getEvent()

. : : TheHive::getTaskStatus()

DataGerry::getDevicelnfo() Collect Threat Wait for input from
: : Créate manual Intelli Create task lyst

! response case ntefligence analys

; (domain, dst-ip) (polling)

asset.importance >=0.8

Analyse Event Get Device Info Cortex::callResponder()

N /

asset.importance < 0.8

Heuristics based
decision

Create automated
response case

Block domain

API call with json, fields:

Lo alert_id: A random UUID (to reference the alert)

i+ source/ip: The Source-IPv4 Address of the affected asset

i* domain_hostname: The destination domain being accessed
i+ enrichment/domain_hostname/dga/score: The DGA score of domain_hostname

i+ ipfix:destinationIPv4Address: The IP-address, to which domain_hostname resolves to i : else:
: block_communication: false

block_communication==true

Detection_score > asset.importance:
| block_communication: true

A :

Update Case

block_communication==false

TheHive::updateCase()
TheHive::createCaseFromAlert() TheHive::markAlertAsRead()

TheHive/Cortex

17




&2y Response automation - Conclusion

What did we learn?

Automation of incident response is possible but requires a good risk
mitigation strategy.

The implemented workflow must be use case and even organization
specific.

The devil is in the detail of workflow design, not the implementation.

Other exciting innovations:
Malware Analysis Platform?
Incident similarity and response recommendation?

*not yet published
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sty SAPPAN Post-incident/preparation

Playbook
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Response
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)

O
2

Translator

Playbook
sharing

Response
automation

Organization €

Victim

Organization A Organization D
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S Playbook sharing

[ ] [ ] L 01_CACAO_DGA_Example.json — ~/Documents/01_Projects/(

01_CACAO_DGA_Example.json

[
\

TheHive/Cortex m
s n

4 B 4 ' A + - — T - '
TheHive:createCaseFromAlert() : "DGA mitigation example 1",

Cortex::callAnalyzer() 9
Thebivesgettventl) Inventory TheHive:createTaskinCase() Device
g TheHive::getTaskStatus() : "This playbook r

ry
v
Wait for input from
I Createtask analyst r n r
(polling)

Cortex::callResponder()

DataGerry:getDevicelnfof)

v
°> Analyse Event I8 Get Device Info

"mitiga

ry

domain_hostname

amlab Technologies AG——-3f0f61db-d660-4052-9375-0b6d2

21-08-03T00:08:00.0002",

TheHive: createCaseFromAlert()

eive:u ()
eHive
TheHive/Cortex

Implementation in Apache Airflow (Python)

JSON Representation according to CACAO Standard

https://docs.oasis-open.org/cacao/security-playbooks/vi.o/security-playbooks-vi.o.html

This project has received funding from the European
Union’s Horizon 2020 research and innovation
programme under grant agreement No 833418
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sa@2y - Playbook sharing through MISP

Organization A

MISP

Threat Sharing

\

Organization Q

Organization B

& MISP / misp-objects Public

<> Code () Issues 43 i Pull requests 2 (® Actions @ Security |~ Insights

¥ main ~  misp-objects / objects [ security-playbook / definition.json

::: whoisroot Add sane default for boolean objects v

A 4 contributors @ > “ :::

189 lines (189 sloc) 6.15 KB

{
"attributes": {
“created": {
"categories": [
"Other"

1,
"description": "The time at which the playbook was originally created.",
"disable_correlation": true,
"misp-attribute": "datetime",
"ui-priority": 1

W 00 N O B & W N =

[y
S

https://github.com/MISP/misp-objects/blob/main/objects/security-playbook/definition.json
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https://github.com/MISP/misp-objects/blob/main/objects/security-playbook/definition.json

Sl 'Z’;N Playbook sharing - Conclusion

Contribution to CACAO standard
Creation of new MISP object

Other exciting innovations:

Translator to transform CACAO Playbooks (json) into Airflow skeleton
(Python)?

*not yet published
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Sgay SAPPAN - Summary

Results addressing multiple particular issues in NIST IH lifecycle

Contributions:

Academic research
Standardization (CACAO & MISP)
Improvement of Security Products (F-Secure & Dreamlab)

Going beyond what is available

Union’s Horizon 2020 research and innovation
programme under grant agreement No 833418
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S’f‘iiflp Thank you for your attention!

SHARING AND AUTOMATION FOR
S)ﬁ FA N PRIVACY PRESERVING ATTACK

NEUTRALIZATION

Entering the rabbit hole:
https://sappan-project.eu/
https://www.youtube.com/channel/UCrgc TzténU3ksanrkRng2g (The SAPPANYoutube Channel)
https://ercim-news.ercim.eu/eni29/special/from-collaboration-to-automation-a-proof-of-concept-for-improved-incident-response

This project has received funding from the European
Union’s Horizon 2020 research and innovation
programme under grant agreement No 833418
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